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ABSTARCT 

Communication has always been the most significant invention by human beings. In the recent 

decade, the world has shrunk a lot to such an extent that the people sitting a thousand miles away 

can remain connected through the technology with just sending a mail, text or call. Along with its 

positive side, the technology also has its negative impacts wherein the issues relating to security 

and privacy are at stake. 

Phone tapping is a technology enabled activity wherein the telephonic conversations are secretly 

recorded or are listened to gain information about the activities of the person who are 

communicating over the call. In the recent years, the monitoring of the private conversations in an 

unauthorised manner has taken a thrive posing a threat to privacy. 

This article discusses about phone tapping, the threats it poses on right to privacy and need for a 

specific legislation to deal with the same. 
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INTRODUCTION 

Communication surveillance constitutes an important component in maintaining the sovereignty, 

integrity and security of state and if ordered according to a prescribed procedure, the same will be 

legal. If an interception is done by unauthorised way, then the same will defy the right to privacy 

of an individual and will be illegal.  

Phone tapping which also means wiretapping or interception of phone was first reported in United 

States of America in 1890s after the invention of telephone recorder. Prior to the attack on Pearl 

Harbor and the ensuing ingress of the United States into World War II, the United States House of 

Representatives held hearings on the legitimacy of interception of telephone for the purpose of 

national defense. Important legislation and judicial decisions on the validity and constitutionality 

of wiretapping had been reported in the years before World War II. 

In 1928, for the first time, prosecution proceedings were initiated against a Seattle bootlegger 

named Roy Olmstead on the basis of evidence congregated by tapping a phone in his home. Roy 

Olmstead contested his prosecution on the ground that tapping his phone conversations was 

intrusion in to his right to privacy and hence the authorities were liable for violation of his 

fundamental rights. However, the court upheld his conviction by stating that tapping of phone is 

not a physical incursion of privacy.1 

In the case Katz v. United States,2 Supreme Court of United States dealt in detail the activity of 

wiretapping, its procedure and has held that wiretapping can be allowed only subject to production 

of a warrant. Later in 1978, the Foreign Intelligence Surveillance Act (FISA) was constituted for 

the purpose of issuing wiretap warrants in national security cases.  

 

 
1 Olmstead v. United States, 277 U.S. 438 (1928) 
2 Katz v. United States, 389 U.S. 347 (1967) 
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PHONE-TAPPING IN INDIA 

In India, in case of public emergency or in the interest of public safety, the law permits the 

Government to intercept the phone to some extent in an authorized manner.  Indian Telegraph Act, 

1885 is the law which deals with phone tapping in India. Section 5 of the Telegraph Act permits 

telephone tapping and authorizes the government to take possession of licensed telegraphs and to 

order interception of messages. Hence on the happening of any public emergency or in the interest 

of public safety, the State government or Union government or any person specifically empowered 

by the government, if satisfied that it is mandatory or expedient to do so, may take temporary 

possession of any telegraph established, maintained or worked by any person licensed under the 

Indian Telegraph Act.  

The Indian Telegraph Act however does not define the terms 'intercept' and 'interception’. Hence 

the terms need to be analysed in light of the meaning accorded to them in the dictionary and by 

drawing inference from other related legislations. Usually 'interception' refers to an act of listening 

and recording communications, intended for another party for the purpose of obtaining 

intelligence. 

If an interception is done in unauthorised manner without justifiable reasons, then the same will 

defy the right to privacy of an individual. The person aggrieved by such unauthorized tapping or 

interception can challenge the same as violation of his right to privacy under Article 21 of the India 

Constitution by resorting to any of the following mechanism provided herein: 

a) File a complaint with the National Human Rights Commission.   

b) File a first information report with the local police station.  

c) Move to the Court against the person doing any unauthorized act under Section 26 (b) of 

the Indian Telegraphic Act.  
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INDIAN PRECEDENTS ON PHONE TAPPING  

With regard to phone-tapping, the question which is mooted in India is that whether it will amount 

to a violation of the right to privacy of a person. Constitution of India under Article 21 lays down 

that no person shall be deprived of his life and personal liberty except according to the procedure 

which has been laid down by the law. The Indian judiciary has interpreted the term ‘liberty’ and 

included within its ambit ‘right to privacy’ as an implied right guaranteed by the Constitution of 

India.  

In the last decade, a lot of scandals came to lime light regarding the issue of phone tapping. The 

issue became so intense that it was turned into a political agenda. In late 90’s, a major controversy 

has kicked up on the issue of phone-tapping where Chandra Shekhar who was a Janata Dal 

supporter made the dramatic charge that the government was illegally tapping the phones of 27 

politicians, including his own. The allegations raised were the following namely: 

➢ That the politicians were subjected to tapping without any proper authorisation. 

➢ That the parallel lines were extended to the police headquarters without any written orders 

from the competent authority. 

➢ That the reasons given for ordering the tapping of phone were not reasonable. 

Later a CBI investigation on the issue revealed widespread phone tapping by the Government 

and the matter went to the Apex Court through a public interest petition filed by the People’s 

Union for Civil Liberties (PUCL).3  In this case, the Petitioner challenged the constitutional 

validity of section 5(2) of the Telegraph Act on the basis of infringing the fundamental right 

to privacy. Interpreting Section 5 (2) of the Telegraph Act, Justice Kuldip Singh concisely 

stated that the first step under Section 5(2) of the Telegraph Act is the occurrence or happening 

of any public emergency or the existence of a public safety interest.  

 
3 People’s Union for Civil Liberties (PUCL) v. Union of India, (1997) 1 SCC 301 
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Thereafter, the competent and concerned authority under Section 5(2) of the Telegraph Act is 

authorized to pass an order of interception after recording its satisfaction that it is mandatory 

or expedient so to do in the interest of: 

1. Sovereignty and integrity of India. 

2. Security of the State. 

3. Friendly relations with foreign states. 

4. Public order. 

5. Preventing incitement or inducement to the commission of an offence." 

The Apex Court opined that tapping of phones or wiretaps as a whole is a serious invasion of 

privacy of an individual, and also recognized that right to privacy falls under Article 21 of the 

Constitution. The Court further observed that when a person is making a telephonic call, he is also 

exercising his right to freedom of speech and expression under Article 19 (1) (a). Thus, it was held 

that tapping of the call would violate this provision, until and unless it falls under reasonable 

restriction provided under Article 19 (2).  However, the Apex Court upheld the constitutional 

validity of Section 5 (2) of the Telegraph Act and allowed the phone tapping only in cases wherever 

it is required for the security of the nation.  

In the above case, even though the constitutional validity of Section 5 (2) of Telegraph Act was 

upheld, the Apex Court recognized the fact that there was absence of procedural safeguards for the 

substantive provisions. The Court stated that it was very crucial to back the substantive law with 

some procedural laws. The Court opined that if the proper procedure is not followed, it will render 

the substantive provisions non effective. Hence the Court directed setting up of high-level 

committee to review the tapping of phones and ascertain whether the taping was legal or not.  
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After the PUCL case, the Union Government amended the Indian Telegraphic Rules, 1951 and 

inserted Rule 491-A to regulate the tapping of phones. But this amendment also did not change 

the situation much.  

In the case of Rayala M. Bhuvaneswari vs Nagaphanender Rayala,4 a husband was prosecuted for 

tapping the phone conversations of his wife. The Andhra Pradesh High Court held that the act of 

tapping of phone conversation of the wife with others by the husband was illegal and it violated 

the right of privacy of the wife.  

ADMISSIBILITY OF TAPED CONVERSATIONS AS EVIDENCE 

In the case of R M Malkani vs. State of Maharashtra5, the question debated was whether a criminal 

prosecution could be initiated on the basis of a telephonic conversation or not when the 

conversation is of a self-incriminating nature. In this case, the Coroner of Mumbai wanted to take 

some bribe from a doctor. The doctor instead of giving the bribe contacted the Anti-Corruption 

Bureau. A trap was laid, and the officials asked the doctor to have a telephonic conversation with 

the Coroner, and in that conversation, the Coroner made some self-incriminating statements like 

the amount of bribe, place of delivery, etc. The conversation was recorded, and charges were filed 

on the basis of the conversation. The Court appreciated the method employed and on realizing that 

similar tactics will be adopted in future, the Court added that such methods should be used very 

sparingly under proper authorization and direction. 

The Hon’ble Apex Court in the case of S Pratap Singh v State of Punjab,6 admitted a tape recorded 

telephonic conversation which took place between the Chief Minister’s wife and a doctor. Further 

in the case of Yusuf alli Esmail Nagree v State of Maharashtra,7 a conversation was recorded by 

placing a tape record inside a room. This conversation was also admitted by the Court as evidence. 

The Court stated that in case the interception was authorized, and the person who was being taped 

 
4 Rayala M. Bhuvaneswari vs Nagaphanender Rayala, AIR 2008 AP 98 
5 R M Malkani vs. State of Maharashtra, AIR 1973 SC 157 
6 S Pratap Singh v State of Punjab, AIR 1964 SC 72 
7 Yusuf alli Esmail Nagree v State of Maharashtra, AIR 1964 SC 72 
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had no idea about it and he was not under duress or coercion, the same will be admissible as 

evidence in court of law. 

Even though the method of collecting evidence through taped conversations is easy, it encroaches 

on the right to privacy of the citizen. Further there are no guidelines laid down by law on the means 

through which the results can be achieved. Unfortunately, the safeguards provided are also 

inadequate to protect the victim in such a case. 

CURRENT SCENARIO 

As discussed, the stand taken by the courts is that any private conversations through any means is 

a basic fundamental right of an individual and amounts to violation of Article 21 read with Article 

19 (1) (a) of the Indian Constitution. Hence the judiciary through various decisions has upheld 

right to privacy of the individuals and held that private communication between the individuals 

can be interfered or regulated only if it creates a threat to the security of the nation. 

It is to be noted that specific guidelines are not laid down by the legislature listing the scenarios 

that are covered under the situations which create threat to the security of the nation. There are 

instances where the private conversations of politician, activists, journalists etc are being tapped 

and leaked out on social media. Recent example is leakage of a private conversation between a 

media reporter and a dalit woman in Hatras, Uttar Pradesh who was alleged to have been gang 

raped and succumbed to dead subsequently. The most saddening part is that this tapped 

information is being used as a weapon against the victims. Even after the judiciary being ardment 

in protecting right to privacy, these type of incidents has become a very common practice. 
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CONCLUSION 

In view of the above scenario, it is very imperative to laid down a legal framework on the issue of 

interception of communication. Even though Telegraph Act provides some substantive safeguard 

under Section 25 of the Act which states that if any person intends to intercept or make himself 

acquainted with any message and tampers with any deceive with that motive in mind shall be 

punished with an imprisonment which may extend up to three years or fine or both, there is need 

for a specific law exclusively dealing with. A law should be enacted for laying down the following 

aspects regarding phone tapping (or tapping off any communication) namely: 

a) Situations where phone-tapping will be legally permitted.  

b) Constitution of an authority to review and determine the legality of phone-tapping. 

c) Procedure to be adopted for phone-tapping. 
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