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ABSTRACT 

This article aims to provide the analysis of drone technology and its use in today’s era. The main 

focus is on how this new technology is a threat to one and foremost fundamental right i.e. Right to 

Privacy under Article 21 of the Constitution of India in the light of Puttuswamy’s Judgment.  In 

2020, Drone Unmanned Aircraft System Rules, 2020 was framed and whether such rules 

compatible to deal with the issue of privacy or some other laws like Data Protection Bill is required 

to deal with the same. Further, every technology has its own pros and cons, as how the government 

is more inclined towards the use of drones in certain areas which are beyond the reach of the 

humans. Finally, few recommendation and suggestions are given by the authors to protect the 

privacy of an individual in an effective manner. 
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DRONES: - THE FLYING CAMERAS 

The Drone is also known as “UNMANNED AERIAL VEHICLE” or “REMOTELY PILOTED 

VEHICLE”. Abraham Kareem is known as the founding father of Drone. If we trace the history 

of drones back to the mid 1800; European armies used unmanned balloon aircraft to deliver 

bombs.1 In 1903, the invention of the fixed wing aircraft incites the generation of drone.2 

Flying has always been a dream to more than half of the population, but the practicality of the 

same is not possible. Drones are now becoming a tool for the human beings to fulfill their dreams 

but at the same time drones are now in trend, in this fast emerging technological advancement era, 

drones are having useful application in today’s world like for surveillances, recording videos in 

marriages, playing tool for children, in military, urban development, transportation, disaster 

management and adding to this, helps as a leapfrog for the places where communication is a 

moratorium due to lack of roads, railways, natural calamities etc. Also during the pandemic where 

contactless communication was the prime thing, the use of drones has been extended to spreading 

of sanitizers in the cities whereby Indore (M.P) became the first city to use drone as a tool for 

spreading sanitizer.  

Drones are flying robots that are controlled by remote. They can blanket the entire city. The use 

of drones is quite easy as remote controlling is known to almost everyone but it is a known fact 

that every rose has its thorn hence with the use of drones, the misuses were also prevailing. Now 

imagine yourself in a situation where you are taking a sunbath or playing with your children or 

just sitting in your home and suddenly you look and find a mini machine kind of human created 

thing over your terrace or outside your window, you would probably think what actually this 

machine is doing, how is it working, what is being recorded by this equipment, who is the operator 

 
1Nevada Institute For Autonomous System,  The Evolution of Commercial Drone Technology, https://nias-

uas.com/evolution-commercial-drone-

technology/#:~:text=The%20invention%20of%20the%20fixed,of%20the%20war%20in%201918.&text=The%20U

S%20began%20an%20extensive,drones%20in%20the%20early%201980's.  
2Ibid. 

https://nias-uas.com/evolution-commercial-drone-technology/#:~:text=The%20invention%20of%20the%20fixed,of%20the%20war%20in%201918.&text=The%20US%20began%20an%20extensive,drones%20in%20the%20early%201980's
https://nias-uas.com/evolution-commercial-drone-technology/#:~:text=The%20invention%20of%20the%20fixed,of%20the%20war%20in%201918.&text=The%20US%20began%20an%20extensive,drones%20in%20the%20early%201980's
https://nias-uas.com/evolution-commercial-drone-technology/#:~:text=The%20invention%20of%20the%20fixed,of%20the%20war%20in%201918.&text=The%20US%20began%20an%20extensive,drones%20in%20the%20early%201980's
https://nias-uas.com/evolution-commercial-drone-technology/#:~:text=The%20invention%20of%20the%20fixed,of%20the%20war%20in%201918.&text=The%20US%20began%20an%20extensive,drones%20in%20the%20early%201980's
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of the same, and then you could realize that this could be a serious infringement to your right to 

be alone and right to privacy. 3 

PRIVACY AND DRONES 

In literal sense the term “privacy” means, being in a situation or condition where a person is 

absolutely free from being perceived or interrupted by another. 

Westin defined privacy as “the claim of an individual to determine what information about himself 

or herself should be known to others”4 

American professor Tom Gerety understands privacy as “the control over or the autonomy of 

the intimacies of personal identity”5 

Adding the characteristic that privacy must be interpreted according to the current societal-legal 

norms, the act of creating an exhaustive legal definition of privacy seems non-viable because the 

term privacy is of dynamic nature. Although it is quite uncertain yet several international legal 

documents address the right to privacy. Several international human rights conventions have 

dispositions concerning the right to privacy both at the both international and at the national level. 

Article 7 of the Charter of Fundamental Rights of the European Union (2000), Article 12 of the 

Universal Declaration of Human Rights (United Nations, 1948), Article 17 of the International 

Covenant on Civil and Political Rights (United Nations, 1966), Article 8 of the European 

Convention of Human Rights (Council of Europe, 1950) and state that the right to privacy is a 

fundamental human right and everyone has the right for his/her private and family life, home and 

correspondence to be respected, and they have the right to protect themselves against such 

unlawful interference. 

 
3https://www.forbes.com/sites/stephenrice1/2019/02/04/eyes-in-the-sky-the-public-has-privacy-concerns-about-

drones/?sh=5e61ab0b6984  
4Westin 2003. p. 431  
5Gerety, T., Redefining Privacy. Harvard Civil Rights-Civil Liberties Law Review Vol. 12, No. 2. (1977) p. 281. 

https://www.forbes.com/sites/stephenrice1/2019/02/04/eyes-in-the-sky-the-public-has-privacy-concerns-about-drones/?sh=5e61ab0b6984
https://www.forbes.com/sites/stephenrice1/2019/02/04/eyes-in-the-sky-the-public-has-privacy-concerns-about-drones/?sh=5e61ab0b6984
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Daniel solove created six categories for the definitions according to which privacy is (1) the right 

to be let alone, (2) limited access to the self, (3) secrecy, (4) control of personal information, (5) 

personhood and (6) intimacy6 

India has also recognized privacy as a major concern and it has been protected under Article 21 

of the constitution of India. Although it has not been expressly stated by that article but it has been 

embedded in it and further it was expressly recognized by the Hon’ble Supreme Court of India In 

a unanimous decision of nine judge’s constitutional bench in JUSTICE K.S. PUTTUSWAMY 

(Retd.) Vs. UNION OF INDIA7. Although privacy has been enshrined under the constitution but 

still it has not been protected completely. However, drones could be amongst the top list to hamper 

the privacy of a person. 

A prime agitate regarding privacy and drones is that, they can be used to record personal data for 

example, vehicle registration numbers or images of individuals etc. without their consent. Gender 

also plays an important role in privacy concerns however, females are more conscious about the 

privacy as compared to males. The women are more concerned about their exposure regarding 

body as compared to males. In an incidence at Seattle (Washington) a women was getting dressed 

up and then she spotted a drone outside her window. She stated that she lives on 26th floor where 

she has never expected anyone to see her through the window but after this incidence, she was 

terrified.8Talking in a very basic way, no one would like to be exposed in any ways, why would 

anyone be okay with the fact that something has just ran over their head and recorded them or their 

work. None of us would like to be video-taped from the sky or targeted for our ethnicity, 

neighborhood choices, or political affiliations. 

These drones are capable enough to collect data from rapid speeds to human biometric data, but 

without the actual drone or control, the human beings can have no access to knowing what is being 

collected.9Additionally, yet another risk may be resulting from the data gathered using such 

technology, whereby a data can be combined with the other data and a “big data” can be formed 

 
6Solove 2002. p. 1094.) 
7(2017) 10 SCC 1 
8 kiro7, “Woman terrified by drone outside her window,” http://www.kiro7.com/news/woman-terrified-drone-outside-

herwindow/81721261, 2014. 
9Nigel McKelvey and Kevin Curran, Drones and Privacy, at Pg. 51 
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which would result in the revelation of someone’s private data.10 Furthermore the data collected 

can be sold to big bulls for huge price which is theft of data as well as encouragement for those 

data thieves and sowing seeds of new “techno crime”. 

In the present scenario terrorism is also the major threat to the society and drones are being used 

as an incentive for their terrorist activities as they can easily gathered the information with the use 

of drone and use them for their desired result. Therefore, to combat the same it is required that the 

strict rule and regulation has to be framed in such a way that their misuse will lead to strict 

punishment. 

Now a day’s terrorist activities are rising day by day and terrorism itself is a threat to society and 

anything which could act as a catalyser for the same would affect the society and life of human 

beings. Drones are being used in the society and could become prime targets for terrorists and 

criminals, not necessarily to use the devices to crash into densely populated areas, injuring and 

killing people, but to get the information by the use of drones to help the criminals and terrorists 

in cyber or digital crimes that could range from theft of bank details to the loss of sensitive military 

information. To combat the same, laws must be ratified for the use and policies should be designed 

in such a way that their misuse would result in strict punishments. 

Drones are a useful tool but in terms of recognition it is easy to identify human beings due to their 

specific and unique characteristics but same does not apply to the drones. Similar looking drones 

are present in the sky and it becomes extremely difficult to categorize and sketch down the drone 

seen by a human eye. Without company markings and patented designs drones are notoriously 

hard to identify the user/operator of the drone. And because of the same reason, drones can easily 

hamper the privacy of person without letting its identity revealed to anyone. In France, a spy drone 

was spotted flying in a restricted fly zone, the no fly zone contained a nuclear power plant but it 

has still not been identified due to lack of its uniqueness.11 

 
10Ananth Padmanbhan, Drones: It is important to address the privacy issues, 

https://www.hindustantimes.com/analysis/drones-it-is-important-to-address-the-privacy-issues/story-

T59cmtwbbe7uM2ktOTEEBM.html. 

11Supra Note 10 at Pg. 50. 
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In 2020, few months ago, there was a protest in UP against the central government citizenship 

Amendment Act. During that period, police brutality against protestors has been witnessed and air 

surveillance over area of protest. The police force have started using drones to monitor the area of 

protest by conducting and aerial survey of house and several area of protest in the state. The Drone 

captured the image of houses where bricks and stones are kept on the terraces. One’s home (which 

include terrace also) forms part of physical or partial privacy and hence should not be encroached 

upon as one may use their terrace for intimate purpose like bathing, chatting etc. and those 

activities should not be monitored by the state. As the surveillance in public place is legal and 

common in India, however, the use of drones over private houses, and to track an individual’s 

movements, violate the privacy laws.12 

According to the British security technology company BAE Systems, drones may become 

imperceptible. BAE’s project ‘Taranis’ is an innovated form of drone, which has been named as 

a “Smart Multitasking Drone” that cannot be seen or tracked by radar hence making it invisible. 

13This could again be a serious threat not only to private individual but also to the sovereignty and 

integrity of the nation, in the time of war or in the situation of enemy countries, as it cannot be 

detected by a RADAR hence it could easily enter into frontier of INDIA and can capture important 

images or take away with it important information. According to the Times Of India, on 15th 

December,2020 an incidence took place in Punjab whereby 2 smugglers have been caught by the 

Punjab police for transferring the drugs from Pakistan to India by using the drones14. 

As reported in Los Angeles Times, 2 smugglers have been caught near California while they were 

transmitting 28 pounds of heroine from Mexico to USA. This is an original incidence whereby the 

transmission took place from the frontier but it was caught. If same would happen with such kind 

 
12 The Quint, Swapnil Tripathi, UP Police’s Drone Surveillance: A Step Towards  ‘Orwellian’ State?, 

https://www.thequint.com/voices/opinion/uttar-pradesh-police-drone-surveillance-of-houses-right-to-privacy-

security-law-constitution#read-more. 
13 Supra Note 10 at 52 
14https://timesofindia.indiatimes.com/city/amritsar/2-held-in-punjab-for-using-drones-to-smuggle-arms-

drugs/articleshow/79741451.cms 
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of drone which cannot be caught into the Radar then such kind of crimes could increase 

enormously15. 

A medium-sized drone could carry an explosive charge big enough to damage the pools of cold 

water in which spent nuclear fuels are stocked” a spokesman said (Lichfield, 2014).16 

From the Drone Unmanned Aircraft System Rules, 2020 (hereinafter referred as drone rules) it 

appears that the issue of privacy was inadequately addressed. As per rule 35 (1) of the drone rules 

it states as follows17 

“An image may be captured by an unmanned aircraft except in the non permissible area after 

ensuring the privacy of an individual and his property”  

In the drone rules 2020, only a single rule talks about the privacy of individual and his property 

while using the drone but it fails to describe how the privacy of an individual and his property can 

be insured while capturing the image from drone.  

Whether the inclination of GOVERNMENT towards drone would be favorable 

or perilous? 

From the date when drones were invented till today it can be said that most of us love drones, some 

as a tool for recreational purposes, whereas other for commercial and professional purposes but on 

the other hand, some incidents have also been witnessed where it is clearly visible that government 

is equally inclined towards this new technology for many purposes. Off course the Government 

would be inclined towards these human created tools as it is easily available, cheap, and super 

convenient to use. 

 
15https://www.latimes.com/local/california/la-me-drone-drugs-20150813-

story.html#:~:text=Two%20men%20pleaded%20guilty%20Tuesday,28%2C%20according%20to%20court%20reco

rds 
16Beyong Nuclear, French Government on high alert after unexplained drone flight over nuclear power stations, 

http://www.beyondnuclear.org/security/2014/11/9/french-government-on-high-alert-after-unexplained-drone-

flig.html 

17Unmanned Aircraft System UAS Rules 2020 

https://www.latimes.com/local/california/la-me-drone-drugs-20150813-story.html#:~:text=Two%20men%20pleaded%20guilty%20Tuesday,28%2C%20according%20to%20court%20records
https://www.latimes.com/local/california/la-me-drone-drugs-20150813-story.html#:~:text=Two%20men%20pleaded%20guilty%20Tuesday,28%2C%20according%20to%20court%20records
https://www.latimes.com/local/california/la-me-drone-drugs-20150813-story.html#:~:text=Two%20men%20pleaded%20guilty%20Tuesday,28%2C%20according%20to%20court%20records
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Drones have received big criticism because of their association with invasion of privacy and with 

their armed deployment in war. However, the positive use of the drones is that it provides safety, 

protection and relief from disasters. The areas which are prone to high scale disaster such as 

earthquake and floods, where the relief workers are unable to access areas and provide assistance 

in such areas, drones have ability to reach there and play the role of relief workers.18 

There are so many incidents wherein the flying robots have helped the government immensely in 

certain circumstances and area which are beyond the reach of humans out of those incidents few 

are listed below: 

1. In 2013, the National Disaster Management Authority deployed for drones in the flood hit 

area of Uttarakhand where it is impossible to send rescue team the national disaster relief force 

used drones.19 

2. In Mandi, Himachal Pradesh the National Disaster Relief force used drones to find out 24 

engineering students who were swept away by the Beas River.20 

3. Allahabad High Court directed at all crowded places should be manned with the help of drone 

24 hours a day to identify instances and places where people are not wearing mask and are not 

adhering to social distancing norms in view of the rising coronavirus cases.21 

4. In 2019 Delhi High Court directed The Civic authorities to conduct Drone surveillance for 

identifying unauthorized construction and fire safety issues in the Karol Bagh area of the 

NCR.22 

5. Further the Andhra Pradesh Government, Karnataka Government, Jharkhand Government 

used drones for monitoring stockpile storage, to detect illegal sand mixing and for safety zone 

inspection of coal and iron respectively23 

 
18 EKU Online, 5 ways Drones are Being Used for Disaster Relief, https://safetymanagement.eku.edu/blog/5-ways-

drones-are-being-used-for-disaster-relief/ 
19 PWC, Preparing for takeoff: How the government sector can leverage drone technology, 

https://www.pwc.in/industries/government-and-public-sector/preparing-for-takeoff.html 
20 Ibid 
21 Hindustan Times, Peeyush Khandelwal, Allahabad High Court directs surveillance to check violation of social 

distancing and mask norms,https://www.hindustantimes.com/noida/allahabad-high-court-directs-drone-

surveillance-to-check-violation-of-social-distancing-and-mask-norms/story-lv31Zrk4VIVOnrC8aVUJ9I.html. 
22NDTV, Delhi High Court Directs Use of Drones to Detect Illegal Construction, https://www.ndtv.com/delhi-

news/delhi-high-court-directs-use-of-drones-to-detect-illegal-constructions-2106336. 
23Supra Note 18. 
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 From the above real incidents, it can be concluded that the government is more influenced by the 

use of drone as it works very efficiently but it is a known fact that everything has its own pros and 

cons, and it is clearly noticeable from the above incidents how efficiently the drones shows its 

utility at the places which are beyond the reach of humans but at the same time it can abrogate the 

right to privacy of an individual. Meaning thereby, the government should not use their right in 

such a way that it would abrogate the right of an individual. The main and primary objective of 

formation of police institution is to prevent and detect crime, for which they are also entrusted with 

lots of discretionary powers, undoubtedly initially they work efficiently but as time passes it has 

been witnessed that day by day the abuse of power by the police is increasing and it is unstoppable 

too. The same kind of situation could be created in the use of drones as well. By coding down such 

statements, it is not being stated that the government should stop using the drones or new 

technologies, neither their whacks are being criticized but as per the general past incidents a 

probable situation is being predicted and the upcoming precarious situations are being warned. As 

per the Pure Law Theory of Kelson in jurisprudence, Constitution of India is the ‘Grundnorm’ 

and not even the state is allowed to abrogate the right of citizen which emanates from the 

constitution itself. However in order to protect the right of privacy in digital era and to give effect 

to the Puttuswamy’s judgment, the Personal Data Protection Bill, 2019 was tabled in the 

parliament by the Ministry of Electronics and Information Technology on 11 December 2019.  

DATA PROTECTION BILL – A step towards robust law for the protection of 

personal data 

The Data Protection Bill, 2019, commonly referred as Privacy Bill or PDA. The aim of this act is 

to protect individual’s right by regulating the collection, movement and processing of data that is 

personal or which can identify the individual.24 

 The bill divides data into three categories they are as follows: 

1. Personal Data- like your name address of individual. 

 
24 https://www.prsindia.org/theprsblog/personal-data-protection-bill-2019-all-you-need-know. 
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2. Sensitive Personal Data -like financial, health related, sexual orientation, biometric, caste, 

religious belief. The data falls under this category can be stored only in India and can be 

processed only under certain condition. 

3. Critical Personal Data - the subject-matter falls under this category to be determined by 

the government it includes matters relating to military and national security data. The data 

must be processed and stored in India only. 

 

Whether the upcoming law of data protection is compatible to deal with the 

invasion of privacy by use of drones? 

The use of drone is very invasive into the privacy of the individual due to the ability and the effect 

of the tool to collect data about everything that is in its field of vision. The footage recorded images 

captured by Drone install with the camera. The Other equipments to monitor people,would be 

personal data within the meaning of PDP Bill as the person is directly identifiable with the                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                      

footage recorded and falls under a sensitive personal data as well that recording of such data 

constitutes processing it implicitly provide that for processing any sensitive personal data the 

consent of the data principal25is required and that consent must be explicit, informed, clear, specific 

and capable of being withdrawn. In case of violation of the provision of this Act by data fiduciary, 

strict penal liability is proposed under the bill that is up to Rupees 15 crores or two percent of its 

total worldwide turnover of the preceding financial year, whichever is higher, from this provisions 

a sense of fear is created in minds of the people that in case of violation hefty fine has to be meted 

out and therefore at certain extent the right of privacy can be protected by this Bill but it is required 

that when this bill becomes an Act it has to be implemented strictly both in letters and spirit. 

According to British security technology company BAE Systems, drones may soon become 

invisible. BAE’s project ‘Taranis’ is the development of a drone, which has been described as a 

’Smart Multitasking Drone’ that cannot be seen or tracked by radar thus making it invisible.  

Another feature of the drone being developed by the is the ability to develop its own flight patterns 

 
25 As per section 3(14) of the Data Protection Bill, 2019 "data principal" means the natural person to whom the personal 

data relates. 
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with the only human input being the destination, the drone then determines the how the drone flies, 

like speeds, routes and altitudes (BBC News, 2014) 

 

THE FUTURE OF DRONES  

Another feature of the drone being developed, is the ability to develop its own flight patterns with 

the only human input being the destination, the drone then determines its flight, speeds, route and 

altitudes (BBC News, 2014). 

Drones have been in use in the field of agriculture now in Japan for seeding and protection of 

crops26, this could be a life saving factor for the farmers of the entire world as everyone is well 

acquainted with the fact that the farmers work really hard for getting their work done in the field. 

The use of drones for the same would lessen the burden of the farmers. Although it is again 

important to monitor the use of the same for the agricultural fields and regulations should be made. 

As in Louisiana, La. Revised Statutes, section 3.41, et seq. is framed which gives some guidelines 

i.e. license is required which should be renewed by the person in every 3 years by the person in 

authority27 

Drones would soon replace the waiters. This could become a possibility as in Japan Yo sushi have 

begun test on their quod copter drone named as iTRAY. These drones simply fly from kitchen and 

deliver the food to the tables working exactly like waiters. 

With the advancement of drones and the bright future for the same, it is equally important to follow 

the guidelines given by the government in the form of policy. As anything which is used freely 

could harm the society at large, hence the strict compliance with the policy is a mandatory thing. 

RECOMMENDATIONS & SUGGESTIONS TO ENSURE PRIVACY28 

 
26 https://www.agaviation.org/uasefficency 
27https://legis.la.gov/Legis/Law.aspx?p=y&d=962853 
28 Brookings, Gregory McNeal, Drones and aerial survelliance: Consideration for legislature, 

https://www.brookings.edu/research/drones-and-aerial-surveillance-considerations-for-legislatures/ 

https://legis.la.gov/Legis/Law.aspx?d=962853
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1. Data gathered from the drone shall not be processed or transmitted without the consent of 

the owner. The same practice is being governed in California, USA under the  Civil Code 

Section  1708.8 29 

2. The stored date shall be kept for the reasonable time i.e. till the purpose and accomplished 

for which the data is stored and then it will be deleted to prevent its use in future. 

3. Hefty penalty provisions should be made in case of violation of data privacy norms or in 

case of misuse of data. 

4. Search warrant should be compulsory for government officials and institutions before 

conducting search of any place, person, vehicle etc. through drones. This practice is already 

being followed in Florida whereby the use of drones for surveillance is prohibited under 

section 934.50 of Criminal Code, which includes law agencies as well. And the police officer 

can use it only after having a valid search warrant30 

5. Legislators should enact transparency and accountability measures, Government 

agencies should be more transparent while working on the aerial surveillance and dealing 

with the drone. Also, the information should regularly be published. (Both manned and 

unmanned). 

6. Extending the right of landowners in the sky, this approach provides landowners with the 

right to exclude aircraft, persons, and other objects from a column of airspace extending from 

the surface of their land up to 350 feet above ground level. By this approach a lot of misuses 

occurring from drones could be reduced. 

7. Government should use Geo fencing technology i.e. creating a virtual frontier around an 

area to monitor the entrance and exit of a person or a thing. By the use of the same, the illegal 

use of drones in the area which is excluded by the government for the entrance of drones or 

in no flying zone can be monitored and regulated. 

8. Evidence collected or obtained by the use of drones in violation of the prescribed policies or 

in abrogation of right to privacy should not be made admissible in any court of law in India. 

 

 
29https://www.arkleg.state.ar.us/Acts/Document?type=pdf&act=1019&ddBienniumSession=2015%2F2015R 
30http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&URL=0900-

0999/0934/Sections/0934.50.html 

http://www.arkleg.state.ar.us/assembly/2015/2015R/Acts/Act1019.pdf
http://www.arkleg.state.ar.us/assembly/2015/2015R/Acts/Act1019.pdf
http://www.leg.state.fl.us/statutes/index.cfm?App_mode=Display_Statute&URL=0900-0999/0934/Sections/0934.50.html
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CONCLUSION 

Technology is queer thing. It brings you great gifts with one hand and it stabs you in back with 

others.31 

In conclusion all evidence points to the fact that drones are only going to become more and more 

part of everyday life as we know it (Market Research Media, 2013)32, in order for these machines 

to be successfully integrated into our society, the transition must be gradual and well marshaled. 

Drones are an upcoming reality and future family members to almost everyone. Technology has 

always been an acceptable and adoptive thing. With the change in generations, the acceptance and 

use of technology is also taking place. Mobiles phones were also a part of technology and now 

dearest to all.33 

Drones are nowhere different in terms of acceptance and easy to use as well. All we need to do is, 

to follow the strict guidelines as are imposed by the government and use it for betterment rather 

than hampering the policies or privacy. The controlled and balanced use of anything would lead 

to better results rather than using the things abruptly. Development has been a process since ages 

and its absence would lead to an empty life. Drones are surely the development tools for betterment 

and including them in the lifestyle would give preferable opportunities to grow. 

But on the other hand like every coin has two sides, the increased use of drones would surely lead 

to less manpower hence less job opportunities. This could be a matter of concern and a balance is 

much needed in such a situation. 

Drones and privacy goes hand in hand. The use of drones is not limited to any particular area and 

as its availability is so trouble free, the use is increasing and every person can have access over the 

 
31 Carrie Snow 
32 Unmanned Aerial Vehicle : Breakthroughs in Research and Practice, 

https://books.google.co.in/books?id=4CqQDwAAQBAJ&pg=PA551&lpg=PA551&dq=all+evidence+points+to+the

+fact+that+drones+are+only+going+to+become+more+and+more+part+of+everyday+life+as+we+know+it+(Marke

t+Research+Media,+2013),&source=bl&ots=6oGlArnTb2&sig=ACfU3U38leMM1Tzi23VKWbxqCEqVDAXJig&

hl=en&sa=X&ved=2ahUKEwiG1eiJhLLwAhVtzzgGHTjoAVEQ6AEwAHoECAEQAw#v=onepage&q=all%20evi

dence%20points%20to%20the%20fact%20that%20drones%20are%20only%20going%20to%20become%20more%

20and%20more%20part%20of%20everyday%20life%20as%20we%20know%20it%20(Market%20Research%20M

edia%2C%202013)%2C&f=false 
33 Supra note 10 at 54 
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same. But with the same scenario, not everyone is same or would not be conscious enough to use 

drones in a proper way. Privacy is a concern to every person and hence it becomes mandatory to 

take every possible step to safeguard the privacy which could be hampered through the use of 

drones. 


